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Abstract—In the coming years, the development of the Internet
of Things (IoT) will have relevance for transport, environment,
health care, smart cities and also multimedia services (Multimedia Internet of Things (MIoT)). Nowadays, many services
including those of the IoT and MIoT encrypt the data to make
it secure during the transmission. However, it imposes some
obstacles for the ISP (Internet Service Provider) because of the
lack of visibility for operators into network traffic. To resolve
these issues, we proposed the Quality Estimation Framework
for Encrypted Traffic (Q2ET) containing a classification module
and a QoE assessment module. The first module inherited from
our previous research works to classify the encrypted network
traffic using CNN (Convolutional Neural Network). The second
one applies the objective and subjective methods based on the
statistical analysis and machine learning methods that combine
application and network parameters to calculate user’s QoE
(Quality of Experience) in terms of MOS (Mean Opinion Score).
The Q2ET allows the ISP to monitor the user’s QoE, detect the
decrease of the user’s QoE in order to make the appropriate
decisions when the problems happen in the network systems.
Index Terms—Quality of experience (QoE), Traffic classification, QUIC, Machine learning, Internet of Things (IoT),
Multimedia Internet of Things (MIoT), Video service, VoIP, File
transfer.

I. I NTRODUCTION
Technological advances in recent centuries have significantly improved people’s lives. Internet of Things (IoT)
paradigm is one of the most promising advances. To present
it shortly, it consists of ”a system of connected digital devices
or objects uniquely addressable. All of them can communicate independently via a network and without the need for
human interaction” [1]. It can be useful in many fields of
activity including health, defense, environment and so on.
The Multimedia IoT (MIoT) is a part of IoT that can be
defined as a ”network of interconnected objects capable of
acquiring multimedia contents from the real world and/or
present information in a multimedia way” [9]. In the context
of MIoT, ISP traditionally used network management methods
based on service quality metrics such as end-to-end delay
or available bandwidth. In recent years, the communications
industry significantly diversified its offerings, which has resulted in a better opportunity for demanding IoT users. In
this context, it is no longer conceivable to design service
without integrating the aspects of ”end-user satisfaction” into
the management of the network [22]. For that, ISPs work

to estimate the QoE (quality of experience), which is best
expressed in MOS (mean opinion score) [8].
Nowadays, many SPs (Service Providers) encrypt the data to
make it secure during the transmission and to keep the privacy
of the user’s data. For example, according to Cisco’s report [4],
80 percent of web traffic will be encrypted by 2019. For instance, Google has developed Quick UDP Internet Connection
(QUIC) [17], a new transport layer network protocol on the top
of UDP, and applied for some services (e.g., YouTube, Google
Driver, etc.). However, it is difficult for ISPs to estimate the
QoE of the encrypted traffics that hide application information.
Therefore, the possible solutions are to rely on network-based
features derived from the encrypted network traffic. Some
prior works calculate the QoE using network-based parameters
(e.g., bandwidth, delay, packet loss) [6], [27]. Nevertheless, it
is not easy for ISPs to identify the flows corresponding to
different kinds of services because some previous solutions
cannot be applied (e.g., port-based methods, payload-based
methods, etc.).
In this paper, we propose Q2ET solution, a ”Quality Estimation Framework for Encrypted Traffic” to resolve the challenge
of quality estimation in the context of encrypted traffic. First,
we implement a classification module inherited from our
previous research work [26] to identify and classify encrypted
flows. After classifying the network flows into different kinds
of services, we apply appropriate QoE modules for each service class to estimate its quality levels using the network-based
parameters. If we apply the same QoE modules to different
kinds of encrypted flows, the obtained results may be inaccurate which causes inappropriate decisions. The classification
module in Q2ET helps to identify types of encrypted flows to
estimate the user’s QoE more accurately. Q2ET can help the
ISPs to monitor the quality level of different services on the fly
and make the appropriate decisions to optimize and to enhance
the QoE of various services in network systems such as video
streaming. When the issues happen in the network systems,
there is a reduction of the user’s QoE. According to this,
ISP can apply some troubleshooting approaches to identify
whether the issues result from ISP or Service Provider. If the
problems arise from ISP, they can implement some failure
recovery methods to avoid its influence. The longer the issues
exist, the more serious the problems become.
The remainder of the paper is structured as follows. Sec-

tion II introduces the related work to the QoE assessment
for Internet-based services. Section III presents the Q2ET
solution for estimating the quality level of different services in
the context of encrypted traffic. In section IV , we describe the
experimental results of the Q2ET. Finally, the paper concludes
with Section V which highlights some future works.
II. R ELATED WORK
In the domain of QoE estimation, two aspects are covered.
The first one concerns the study of the relationship between
network QoS and QoE, where Internet traffic is not encrypted.
The second one presents the QoE estimation methods for
encrypted Internet traffic.
Many QoE estimation models are designed for nonencrypted traffic. They calculate end-user QoE, mostly in
terms of MOS score, from the collected factors. The calculation can be done by objective models, mainly designed
for image (SSIM, TMQI), audio (PAQM, PEAQ), and video
(VMAF, VQM). Hybrid estimation models can also be used
to calculate the end user’s QoE. In this kind of method,
subjective datasets are collected and are used to drive statistical
regression methods or machine learning (ML) approaches.
In [13], Korhonen et al. presented a new QoE estimation
method, that concerns video service, using application parameters. This study estimates the user’s MOS score using a linear
regression model. This method can be enhanced by adding
more parameters like network parameters.
In [12], Kim et al. defined a fractional model that predicts
user QoE by MOS scores for different multimedia services
(VoIP, video on demand, etc.). The model takes into account
multiple quality of service (QoS) criteria as well as features
of the multimedia service. In contrast to the previous study,
this one is based only on network parameters. So, it can be
improved by adding some application parameters.
In [23], Aroussi et al. applied the exponential model (exponential interdependency of quality of experience and quality of
service) to evaluate the video-on-demand service. The network
parameters handled are the delay (IP T D) and the packet loss
(IP LR). This study can be improved by adding some specific
video parameters like video bit rate and stalls.
In [14], Singh et al. developed a model for estimating video
user QoE. In this model, the user’s QoE was determined using
a five-layer neural network which uses the video parameters.
This study showed that QoE usage could be impacted by video
compression. One of the ideas to improve this study is also to
use network parameters.
In [28], Youssef et al. presented another model to assess the
user-perceived video quality using random forest (RF). The
application factors such as video frame rate, video bit rate
and video quality, were selected using principal component
analysis (PCA) for estimating the video QoE.
In [29], Yue et al. proposed a comprehensive data-driven
approach using bagging technique. An important dataset was
extracted to evaluate the video user’s QoE using this technique.
Using the extracted dataset, the authors conceived an appropriate QoE evaluating model, called ”bagging-based bayesian

factorization machine”, to correlate the video features with the
user’s QoE.
In [3], Chen et al. used boosting technique to investigate
the QoE assessment for video streaming over long-term evolution (LTE) networks. Concretely, they proposed an end-toend video quality prediction model based on the GRadient
Boosting (GBM) method using several parameters from the
network layer, application layer, video content, and the user
device. The proposed QoE assessment model is used to control
a bit rate adaptation scheme in order to improve the video
quality of the streaming service in LTE networks.
In the last years, for users privacy protection or security
reasons, the content is transported encrypted using HTTPS.
For example 74% of the cloud internet traffic is encrypted by
2018 according to the Global Encryption Trends report [21].
Consequently, estimate the user’s QoE for one or different
services in such an encrypted scenario is not easy. However,
several studies have analyzed the QoE assessment in the
encrypted traffic context as illustrated below.
In [19], Mangla et al. introduced an eMIMIC methodology to estimate video QoE metrics in the context of encrypted HTTP-based Adaptive Streaming (HAS) sessions.
This methodology uses passive network measurements (packet
headers from network traffic) to model a HAS session and
estimate some video QoE metrics (re-buffering ratio, average
bitrate, etc.). Despite the good results of this approach, it
may be interesting to consider other parameters from the
application layer or the network layer to try to improve the
performance of the proposed methodology.
In [20], Orsolic et al. proposed the ViQMon monitoring
tool to estimate the perceived video YouTube quality in the
encrypted traffic context. This tool worked on the client-side
and can be used on various devices and platforms (Android,
iOS). It operates by extracting YouTube performance data from
the official app’s Stats for Nerds window. This study shows
that a significant difference exists in buffering and application
behavior when the video is embedded and when the video is
played directly in the official YouTube application.
In [7], Dimopoulos et al. developed a new methodology
for detecting video streaming QoE issues in the context of encrypted traffic. They propose predictive models for calculating
different levels of QoE degradation. These models are achieved
by using three key influence factors: the average video quality,
the stalling numbers, and the quality variations. The proposed
methodology can attempt 90% prediction accuracy.
In [11], Gring et al. built a framework for video quality
by storing service information (client information, decrypted
network traffic, and encrypted messages). They used a manin-the-middle proxy to store all the data that concern video
bitstream, active probing and traffic shaping. Based on these
data, they accurately estimated the perceived video QoE using
the ITU-T Rec. P.1203.

III. M AIN PROPOSAL : Q UALITY E STIMATION FOR
E NCRYPTED T RAFFIC (Q2ET)
In this paper, we proposed a new solution, called Q2ET, to
assess the QoE of users in the context of encrypted Internet
traffic (Fig. 1).
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(CNN) comprises some characteristics [10] (e.g. spare connectivity,parameter sharing, equivariant representations, etc.) that
can overcome these drawbacks. Consequently, in this paper,
we propose the CNN-based traffic classification method for
encrypted network traffic (some QUIC-based services).
According to the white paper of Cisco [5], video streaming
and file sharing comprise over 80 percent of global IP traffic by
2022. Therefore, in this paper, we concentrate on some popular
services including VoIP, video streaming and file transfer.
Other services are out of the scope of this paper. The Fig.
2 represents the classification module.
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The experimental platform is composed of several servers
to generate Internet traffic. Q2ET solution is composed of
two modules named “service detection module” and “quality
assessment module”. In our work, the term “module” indicates
a set of operations that are being carried out for encrypted traffic detection (service detection module) and QoE assessment
(quality assessment module).
The platform works as follows: Each server is in charge
of one tested service: voice over IP (VoIP), streaming video,
and file transfer. Each service generates its encrypted traffic.
When the classification module identifies the specific service,
the user’s QoE estimation model is calculated for this service
using the appropriate estimation model. A generic QoE model
is implemented to give an overview of the overall network
effectiveness.
The main objective of the Q2ET solution is to allow the ISPs
to monitor the user’s QoE in the context of encrypted data and
to make the appropriate decisions when the QoE degradation
occurs in the network systems.
A. Traffic classification module
Traffic classification plays an essential role in network
management. It can help ISP to identify the flows and make appropriate decisions. For example, we can classify the network
traffic into different kinds of services, and then implement the
relevant QoE modules for these services. When we detect the
user’s QoE degradation in the network systems, we can apply
specific solutions (e.g., routing algorithms, etc.) corresponding
to the different kinds of services. These solutions will reduce
the influence of the issues and make the user’s QoE better.
Many research works concentrate on traffic classification,
in particular in encrypted network traffic. Bashir et al. [2]
proposed a flow-based method to identify the BitTorrent flows
with the accuracy of over 90%. Zeng at al. [30] proposed
a light-weight framework using deep-full-range (DFR) for
encrypted traffic classification including Chat, Email, File, P2P
and VoIP of VPN and non-VPN services. Artificial neural
network (ANN) is a kind of machine learning algorithm
inspired by the biological neural networks. However, ANN
incurs two main drawbacks related to high input size and
the weight matrix. However, Convolutional Neural Network
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Fig. 2. Overview of the service detection module

This module, which is inherited from our previous work
[26] with some modifications, contains two main stages. The
first one is to classify the flows into the elephant-flows (video
streaming and file transfer) and the mice-flows (VoIP) using
the flow-based features. The second stage is used to identify
the flows using the packet-based features. The elephant-flows
are enormous (in total bytes) continuous flows while the miceflows have only small packet length size. To detect the mice
flows, we extract 8 flow-based features of the first 200 packets
in each flow in the feature extraction phase and then apply a
random forest algorithm as a classifier to identify these flows.
The flow-based features include the average payload length,
the percentage of the small, medium, and large packets in the
flows in both directions between client and server.
After identifying the mice-flows, the elephant-flows will be
processed in the CNN-based second stage of classification to
classify the flows into video streaming and file transfer. First,
each packet will be processed in the pre-processing phase to
extract the 1400 packet-based features. Next, the multiclass
classification takes into account these features using CNN. In
each elephant flow, we process the first 10 packets and apply
the majority rule to identify the class of these packets.
B. QoE assessment module
The second Q2ET module, called ”quality assessment”, is
used to calculate Internet user’s QoE in the context of endto-end encrypted traffic based on the information (the type
of service) given by the ”service detection” module. Fig. 3
presents an overview of this module.
This module implements several existing QoE estimation models. The first one is to calculate the voice quality
(M OSV oice ), when mice-flow (VoIP) is detected. The second
one is to assess the perceived video quality (M OSV ideo ) for
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of VoIP service, we use the dataset presented in [25], where
network parameters are used to assess VoIP service quality in
terms of MOS. Concerning the video service, our subjective
dataset, which we built using the ACR method, is used. All
the information details that concern this video MOS dataset
can be found in [16]. In the case of the file transfer service,
the dataset published by Schatz et al. in [24] is used. Figure
(5) presents the overall view of the tests.

VoIP-QoE-Regression
Voice QoE assessment
VoIP-QoE-ML(RF)

Fig. 3. Overview of the quality assessment module

Video-QoE-Regression
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streaming video users. The third one is to evaluate the quality
of file transfer service (M OSF T ) when this service is detected.
The fourth one consists of a ”generic QoE estimation model”
that calculates the instantaneous efficiency of the network
(M OSGeneric ). It is implemented using the instantaneous
network parameters (bandwidth, delay and packet loss rate).
This latter allows quantifying the quality of the network
immediately, through these immediate conditions.

Video-QoE-ML(RF)
FT-QoE-Regression
FT QoE assessment

FT-QoE-ML(RF)
Generic QoE
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IV. E VALUATION

QoE generic

Fig. 5. Experiments description

A. Description
In the achieved experiment, we implement a real testbed
using a specific server (virtual machine (VM)) for each tested
service as illustrated in Fig. 4.

Fig. 4. Description of the achieved experiment

On the server-side, the first service is VoIP where Google
Hangout is used to generate the voice traffic. The second
service (video streaming) is performed by the Dash server.
The third service for file transferring aimed to transfer large
files from server to client. To transfer several files from server
to client, we use quic-go [18], a QUIC implementation in
pure Go language. To capture the network traffic, Selenium
WebDriver in Google Chrome and Wireshark has been used.
In the service detection module, the Convolutional Neural
Network (CNN) method and Random Forest (RF) method
are implemented. Both these two methods are used to detect
different kinds of QUIC-based services with high accuracy.
Two specific QoE estimation methods (linear regressionbased method (noted ”LM ”) and ML-based method (Random
Forest) noted ”RF ”) are tested for each kind of QUIC-based
service. So, three subjective datasets are used to learn the
specific models that concern each detected service. In the case

In summary, 7 MOS values can be calculated within the
QoE assessment module: Two predicted values (”LM” and
”RF”) for each specific service (voice, video and file transfer)
and a generic value is given by a generic estimation model
(noted Generic). To build the specific ML models (RF),
we use 3 datasets [16], [24], [25] to build on a controlled
laboratory context. 2/3 of each dataset is used in the learning
step and 1/3 is used to test.
To evaluate the added value of the Q2ET solution, we
compare the performance of the generic estimation method
to the specific QoE estimation models (”LM” and ”RF”). For
this, we can calculate the root mean squared error (RMSE)
(Eq. 1).
r Pn
2
1 (M OSi − yi )
(1)
RM SE =
n
where M OSi are the predicted MOS values, yi is the real
MOS value, and n is the total number of samples considered.
B. Results
According to Fig. 6, we observe that the generic QoE
estimation method gives worse results compared to the specific
estimation models, where it achieves 0.77 of RMSE error rate.
We also show that the RF-base method is the best estimation
with 0.27 of the RMSE error rate. This method improves the
performance of the generic model by more than 62%.
Fig. 7 illustrates the results of testing the video service.
In this figure, we also observe that the effectiveness of the
generic QoE estimation method is less useful than the specific
estimation ones, where it achieves 0.56 of the RMSE error
rate. In this figure, we also confirm that using the Random

Fig. 6. Estimation performance in terms of RMSE for the VoIP service
Fig. 8. Estimation performance in terms of RMSE for the Web service

Forest method is the best estimation with 0.24 of RMSE error
rate and with 57% improvement over the generic method.

Fig. 7. Estimation performance in terms of RMSE for the Video service

Fig. 8 illustrates the results of testing the web service. It
shows that the effectiveness of the Random Forest method and
regression method are better than the generic QoE estimation
method, which confirms our previous results (VoIP and video
results). In this case, we see the specific RF method ensures
46% improvement over the generic approach.
According to our evaluation, the performances confirm the
effectiveness of using ML methods to assess different services
like video, VoIP and FTP. The results illustrate the added value
for ISPs, in the encrypted traffic context, especially when we
consider a specific QoE estimation model in the place of the
generic estimation model in the QoE assessment process.
C. Perspectives
Our objective in this paper is to propose a new solution that
helps ISPs to detect the different kinds of QUIC-based services
with high accuracy on the one hand. On the other hand, it
estimates the user’s QoE for these services. This solution is
implemented in a real testbed but can be improved by some
additional considerations.

Currently, this work does not consider some specific MIoT
application factors like video rebuffering duration or audio
bitrate metrics in the QoE estimation model. Also, this work
does not consider the codecs of the tested services. For
example, SILK codec in the case of voice and H265/VP9
in the case of video service. We note that the used QoE
estimations models are built using small experiments, where
a reduced number of examples are used for the creation
of QoE estimation models. Concerning the future works, a
summarization is given below:
- Adding specific MIoT service parameters like codec, bit
rate, etc.
- Improving the traffic classification module to detect additional services that use IoT like gaming, virtual reality
(VR), mixed reality (MR) and Ultra HD video.
- Investigating various flow-based features to enhance the
classification model in time processing and accuracy.
- Enhancing the QoE estimation module by building a large
subjective database. Moreover, we can obtain some additional application parameters from the end-user side using
PLUS [15], a new ”path layer” for network operators
on the encrypted protocols, to make the QoE estimation
models more accurate.
- Integrating the proposed solution in a network operator
infrastructure to study the performance of the Q2ET
solution in a real context.
V. C ONCLUSION
In this article, we propose a new solution, called the Quality
Estimation Framework for Encrypted Traffic (Q2ET), which
aims to help network operators in improving the quality of
their services, including Multimedia IoT (MoIT) services, in
the context of encrypted data. Indeed, network operators can
no longer estimate the user perception of service in the context
of systematic traffic encryption.
Q2ET is composed of two modules. The first module,
called service detection module detects three different kinds
of QUIC-based services (voice, video and file transfer) with
high accuracy. The second module, called quality assessment

module, can apply the appropriate quality assessment models
for each kind of service to accurately estimate the users perceived qualities. Both of these two modules are implemented
in a real testbed, where different QoE estimation methods are
tested. The performances confirm the effectiveness of using
ML methods to assess different services like video, VoIP and
FTP. The results illustrate that the use of a specific QoE
estimation model outperforms (by at least 40%) the use of
a generic estimation model in the QoE assessment process.
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